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The purpose of the article is to systematize and generalize the features of state regulation of the market
of electronic communication services under martial law. It is noted that the needs for regulation during
the war may change depending on market conditions and the structure of the legal framework, shelling
of critical infrastructure, cyber attacks, but the key components for effective regulation are the func-
tional aspects of the regulatory body, its subordination, the analysis of the preventive and operational
regulatory impact at decision-making, protection of the industry and protection of consumer rights,
etc. The article presents the regulatory framework of the state regulation of the market of electronic
communication services in modern and historical aspects. It was determined that the national regulator
of the market of electronic communication services in Ukraine is the National Commission, which car-
ries out state regulation in the fields of electronic communications, radio frequency spectrum and the
provision of postal services (NCEC), the main functions of the regulator are given. The main directions
of state regulation of the market of electronic communication services in Ukraine are considered. It is
substantiated that the trends towards liberalization in the field of electronic communications are related
to global processes and opportunities that regulatory bodies face as services expand, platforms and
network operators converge. It was noted that responding to market behavior and the growing need
to ensure the safety of critical infrastructure and protect consumer rights determines the use of appro-
priate regulatory tools, the choice and adoption of which is complicated for the industry regulator in
the modern convergent environment due to military actions. The corresponding institutional structure
is described. It was concluded that the institutional structure in the field of electronic communications
is complex, it includes relations of industry regulation between the state and international institutions,
relations between the industry regulator and the antimonopoly authority, during the years of independ-
ence, the regulatory system in the field of electronic communications of Ukraine has gone through
many stages and, accordingly the object of regulation changed (electrical communications, telecom-
munications, electronic communications). In conclusion, it is stated that a certain dualism of the need
for state regulation can be traced due to the inefficient functioning of market mechanisms, which, in
turn, is due to the lack of the necessary institutional structure that would fully satisfy the needs of the
national economy in wartime. It is emphasized that usually the state regulation of electronic communi-
cations is aimed at ensuring a competitive market structure in order to achieve advantages from such
a structure, from the point of view of the consumer, lower tariffs, better quality and an expanded range
of services, and from the point of view of the state and business entities — to achieve maximum market
growth with an increase in volume, lower costs, development of new services. However, in wartime,
aspects of security, preservation of infrastructure and protection against cyberattacks come to the fore.
It was concluded that in the field of electronic communications, in the presence of significant network
effects, important areas of state regulation appear in wartime, which are related to standardization
and compatibility, which shape the nature of innovation and price competition, as well as ensuring the
stable functioning of networks after shelling of critical infrastructure. In the absence of compatibility
of security and market aspects, the benefits for consumers and the provision of competition in the
relevant market are reduced, as well as the fulfillment of social functions historically inherent in the
communications industry is impossible.

Key words: electronic communications, electronic communication services, market, national
economy, state regulation, war.

Memoto cmammi € cucmemamu3sayis ma y3a2a/ibHeHHs1 ocobsiusocmeli 0epasHo20 peay/iroBaHHs
PUHKY €/IEKMPOHHUX KOMYHIKayitiHUX MOC/ly2 B8 yMOBax BOEHHO20 CMaHy. 3asHauyeHo, wo nompebu
B peay/itoBaHHI Mo Yac BiliHU MOXYMb 3MIHI0BaMUCS 3a/1eXHO BIi0 YMOB8 PUHKY ma CmpyKmypu Hop-
MamusHO-NPasosoi 6asu, 06cmpirie KPUMUYHOI iHghpacmpykmypu, Kibepamak, 00HaK K/HHoBUMU
CK/1a00BUMU 07151 €QEKMUBHO20 pe2ysIroBaHHsl sUCMYNaromb OyHKUYIOHasIbHI acriekmu peaysisi-
MOpPHO20 OpaaHy, U020 MioropsiOKysaHHsI, aHasli3 MornepeoxysasibHo20 ma OornepamusHo20 peay-
JISIMOPHO20 BI/IUBY MPU YXBa/IEHHI PileHb, 3axucmy 2a/ly3i ma 3axucmy npas Croxusadis mouwjo.
Y cmammi HaBeOeHO HopMamuBHy 6a3y 0epasHO20 pe2y/ItoBaHHs PUHKY €1EKMPOHHUX KOMYHi-
KayiliHux rnocsiya y cy4acHoMy ma icmopuyHOMy acriekmax. BusHayeHo, Wo HayioHa/lbHUM peaysisi-
MOPOM PUHKY €/TEKMPOHHUX KOMYHIKayitiHuX rocsye 8 Ykpaii € HayjoHasibHa KOMICisi, ujo 30ilCHIOE
OdepxxasHe peay/osaHHs y cehepax e/1eKmpPOHHUX KOMYyHikayil, padiodacmomHo20 criekmpa ma
HadaHHs1 oc/y2 nowmosozo 383Ky (HKEK), HasedeHO 0CHOBHI ghyHKUii peaynsimopa. Po3a/isiHymo
OCHOBHI HanpsiMu 0epasHo20 pe2y/1toBaHHs1 PUHKY e/IeKMPOHHUX KOMYHikayitiHux rocsye 8 Ykpa-
IHi. O6rpyHmMOoBaHo, Wo meHAeHyji 0o nibepasizayjii 8 cchepi eneKmpoHHUX KOMyHikayilti mos’s3aHi i3
€8iMoBUMU PoYecamu i MOX/IUBOCMSAMU, 3 SKUMU CMUKAKOMbCS pe2y/IsimopHi op2aHu y Mipy pos-
WUPEHHST 11oc/1ye, 36/ILKEHHST n1amgbopM | MEPEXEBUX ornepamopis. Bid3HayeHo, Wo peazysaHHsI
Ha puHKoBy rMoBediHKy i 3pocmaroya nompeba 8 3abe3sreqeHHi 6e3srneKu KpUMUYHOI iHghpacmpykmypu
ma 3axucmi rpas crioxusaqis 06yMOB/IH0E BUKOPUCMAaHHSI BIOMOBIOHUX IHCMPYMEHMIB pe2y/ioBaHHs,
BUGIP i MPUUHAMMS SIKUX YCKIAOHIEMBCS OIS 2a/1y3e8020 peay/isimopa 8 Cy4acHOMy KOHBep-
2eHMHoMy cepedosulyi Yepes silicbkosi Oil. OrucaHo BIOMOBIOHY IHCMUMYYIOHa/IbHY CMPYKMYypy.
3p06/1eHO BUCHOBOK PO me, W0 iHcmumyyioHasibHa cmpyKmypa 8 cbepi e/leKmpOHHUX KOMYHIKa-
yili € CK1IAOHOI0, BOHA BK/TOHAE BIOHOCUHU 2a/1y3€8020 pe2y/It0BaHHST MK 0epKasoro | MXKHapOOHUMU
IHCMmuUMymamu, BIOHOCUHU MK 2as1y3e8UM peay/IsSimopoM i aHMUMOHOMO/IbHUM Op2aHOM B/1adu, 3a
POKU He3a/ie)XHOCMi cucmema peaysitosaHHs1 8 Chepi eIeKMPOHHUX KOMYHiKayit YkpaiHu npotiwsia
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6azamo emariig i 8iOMoBIOHO 3MIHIBABCS 00'EKM peay/itoBaHHs (€/1eKMpPO3B’a30K, MeAEKOMYHIKayji, eneKmpoHHI KOMyHIkauii). Y miocyMKy cmsepoxy-
€MbCSl, WO NPOCMEXYEMLCS NeBHAa OyaslicmUYHICMb HEOBXIOHOCMI 0ePXXaBHO20 pecy/IoBaHHS Yepe3 HeegheKmusHe (hyHKUIOHYBaHHST PUHKOBUX Mexa-
HIi3MI8, WO, B8 CBOIO Yepay, 06YMOB/TEHO BIOCYMHICMI0 HEOBXIOHOT IHCMUMYyioHa/IbHOT cmpyKmypu, kompa 6 MosHiCMio 3a0080/IbHS/1Ia MoMpebu Hayjio-
Ha/IbHOI eKOHOMIKU y Bilicbkosull Yac. Haz2onoweHo, wjo 3a3suyali 0epxasHe peay/iioBaHHs e/1eKMPOHHUX KOMYHIKayil cripsiMosaHe Ha 3abe3neyeHHsi
KOHKYPEHMHOI PUHKOBOI cmpykmypu, Wob docsizmu nepesasu 8i0 makoi CmpyKmypu, 3 MOYKU 30py CrOXUBaYa HUXYUX mapugbi, Kpawoi sskocmi i
PO3WUPEHO20 acopmuMeHMYy 1oc/1ye, & 3 MOoYKU Oepxxasu ma cy6'ekmig nionpueMHUYmMBa — O0CSIZHEHHST MaKCUMAa/IbHO20 POCMY PUHKY 3 30i/1bUWEHHSIM
06csi2y, HUXHUX BUMpam, PO3BUMKY HOBUX rocs/ye. [pome y silicbkosuli Yac Ha nepwiuli naaH 8uxodsime acrekmu 6e3neku, 36epexeHHs iHgbpacmpyk-
mypu ma 3axucm gio Kibepamak. 3pob/1eHO BUCHOBOK PO me, WO y cehepi eneKmPOHHUX KOMYyHIkayili 3a HassBHOCMI 3HAYHUX Mepexesux echekmis y
BilickkoBUU Yac Mocmarome BaX/1UBI HAMPSMU 0epkasH0o20 peay/loBaHHS, sIKi Mo8’a3aHi i3 cmaHdapmusayjieto i CyMiCHICMIo, Wo ¢hopMyromb Xapakmep
iHHOBaill i YIHOBOI KOHKYPEHUYl, @ Makox 3abe3neyeHHs: cmabisibHo20 hyHKUIOHYBaHHS Mepex Mic/isi 06Cmpisiig KpUMUYHOI iHghpacmpykmypu. 3a 8io-
CcymHocmi cymicHOCMI 6e3MeKoBUX | PUHKOBUX acreKmis 3MEeHWYymbCs 8U200U 07151 CIOXUBAaYI8 ma 3abe3reyeHHsT KOHKYPEHUii Ha BiOMOBIOHOMY PUHKY,
a MakoX yHeMOX/TUB/IOEMbCST BUKOHaHHSI CoujasibHUX hyHKUIL, IcmOpUYHO npumamaHHuX 2asy3i 38's13Ky.

KntouoBi cnoBa: BoeHHUL cmaH, 0ep)xasHe pe2y/itoBaHHS1, e/IeKMPOHHI KOMYHIKauii, e/1eKmpOoHHI KoMyHikauiliHi noc/1y2u, HayioHa/lbHa eKOHOMIKa, PUHOK.

Introduction and problem statement. During
the war the creation and preservation of the national
electronic communication infrastructure for the
preservation of the national economy with the provision
of consumer access to electronic communication
services and a sufficient level of quality of their
service is due to the need for appropriate regulation
of the market of electronic communication services.
The needs for regulation during war may change
depending on market conditions and the structure
of the regulatory framework, attacks on critical
infrastructure, cyber attacks, but the key components
for effective regulation are the functional aspects of
the regulatory body, its subordination, the analysis
of regulatory influence in decision-making, and the
protection of consumer rights etc.

Despite the constant change of regulatory
measures, the main goals of state regulation of the
market of electronic communication services during
the war are as follows: facilitating access to electronic
communication services; promoting the development
of competitive markets; creation of a favorable
investment climate for the expansion of electronic
communication networks; transparent regulation and
licensing; consumer rights protection; preservation
and protection of property and capabilities of
electronic communication networks against enemy
attacks, etc.

Analysis of recent research and publications.
Many foreign and Ukrainian scientists were engaged
in researching the market of electronic communication
(formerly - telecommunication) services, as well as the
problems of state regulation of the economy during
the war, including O. Bohutskyi [2], V. Marhasova
[14], V. Koval [2], A. Zhavoronok [3; 17], O. Popelo
[15; 16], O. Franchuk [10], L. Shostak [11] etc.

However, despite a significant number of works
devoted to the electronic communications market, the
problem of state regulation of the market of electronic
communications services under martial law remains
insufficiently developed.

The aim of the article is the systematization of
state regulation features of the electronic communi-
cation services market in wartime conditions.

Results of the research. The main issues
regarding state regulation of the economy in general,
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and the market of electronic communication services
in particular, in Ukraine are regulated by the provisions
of the following acts: the Constitution of Ukraine, the
Law of Ukraine "On the Basics of State Regulatory
Policy in the Field of Economic Activity", the Law of
Ukraine "On Licensing Types of Economic Activity",
and other normative legal acts.

As for the field of electronic communications,
the main legislative act that regulates, including the
issue of state regulation of the market of electronic
communication services, is the Law of Ukraine
"On Electronic Communications" [9] and by-laws
that determine the direction of state policy formation
and legislative provision of state management and
regulation in the field of electronic communications by
the body of legislative power — the Verkhovna Rada of
Ukraine, and state regulation in the field of electronic
communications and communications by the central
executive authority in the field of communications —
the National Commission for State Regulation in the
Field of Electronic Communications communications,
radio frequency spectrum and provision of postal
services (NCEC) [4]. The powers of this body are
defined in the relevant Law.

The following no less important regulatory acts
regulating electronic communication services in
historical terms should be considered:

— Resolution of the Cabinet of Ministers of Ukraine
dated April 11, 2012 No. 295 "On approval of the
Rules for providing and receiving telecommunication
services";

— Order of the Administration of the State Service
of Special Communications and Information Protection
of Ukraine dated 01.11.2012 No. 617 "On approval
of Technical requirements for telecommunication
networks of Ukraine to ensure the provision of
telecommunication services of subscriber number
transfer and use of a personal number", registered in
the Ministry of Justice of Ukraine on 21.11.2012 under
No. 1947/22259;

— Decision of NKRZI No. 429 dated 25.08.2011
"On approval of the Procedure for providing national
roaming service", registered in the Ministry of Justice
of Ukraine on 13.09.2011 under No. 1077/19815;

— Decision of the NKRZI dated August 11,
2011 No. 393 "On approval of the Procedure
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for the registration of subscribers who receive
telecommunication services without concluding
a contract in writing", registered in the Ministry
of Justice of Ukraine on September 5, 2011
No. 1046/19784;

— Decision of the NKRZI dated 29.11.2012
No. 624 "On approval of the Basic requirements for
the contract on the provision of telecommunication
services and recognition as invalid, decision of the
NKRZI dated 26.03.2009 No. 1420", registered in the
Ministry of Justice of Ukraine on 24.12.2012 under
No. 2150/ 22462;

— Rules for provision and receipt of telecom-
munication services, approved by Resolution of
the Cabinet of Ministers of Ukraine dated April 11,
2012 No. 295 and other normative legal acts.

The specified regulatory acts defined the basic
principle of using the network, however, the right
to use the network depends on the component
of the network, namely, in the case of ownership
of equipment and communication lines, this right
actually belongs to the operator or provider, but the
radio frequency spectrum, subject to the allocation of
radio frequency bands, is issued by the central a body
of executive power that ensures the formation of state
policy in the spheres of communications, electronic
communications, and the use of radio frequency
resources of Ukraine.

Inthe case ofthe use ofanelectroniccommunication
network or its component by an individual market
subject to another subject-owner (operator, provider
of electronic communications) when providing
electronic communication services, there is a need
for contractual relations to grant the right to such use,
since the owner may influence quality and price and,
as a result, on the end consumer.

Therefore, the national regulator of the market
of electronic communication services in Ukraine
is the National Commission for State Regulation in
the Fields of Electronic Communications, Radio
Frequency Spectrum and the Provision of Postal
Services (NCEC), which is a state collegial body.

Let's consider the main directions of state
regulation of the market of electronic communication
services in Ukraine [1; 2; 4; 9 — 11; 17].

1. Tariff regulation and the system of mutual
settlements are aimed at harmonizing the interests
of all interested parties for a transparent and effective
tariff formation mechanism.

1.1. Tariff regulation of publicly available
electronic communication services, in accordance
with the powers of NCEC, includes the procedure for
providing and receiving publicly available electronic
communication services with universal consumer
access to electronic communication networks for
public use, within the numbering zone for providing
and receiving local telephone communication, calling
emergency and reference services services

1.2. Mutual settlements between electronic
communications operators are carried out in
accordance with the procedure established by NCEC
as mandatory for the subjects of the electronic
communications market.

Tariff barriers and non-competitive actions of
market actors in setting tariffs for calls to other
networks have led to an increase in the intra-
network concentration of traffic of large electronic
communications operators [4] and restrains the
process of introducing number porting services.
Therefore, as part of creating the prerequisites for
the introduction of number porting services and
due to the discrepancy between the estimated fees
and the cost of traffic termination services, NKEK
initiated a reduction of the estimated fees for traffic
bypass services even before the war, which should
contribute to stimulating competition in the market of
electronic communication services.

2. Registration and licensing. Operators carry out
activities in the field of electronic communications on
the basis of licenses for types of activities. The use of
the radio frequency resource on the basis of licenses
is carried out by business entities to which NCEC
(and earlier — NKRZI) issued licenses for the use of
the radio frequency resource of Ukraine [4].

3. Distribution and use of the number resource
as a direction of activity of NCEC involves the
formation of the numbering space with its distribution,
assignment, accounting, issuance and cancellation of
permits for its use.

4. Optimization of the organizational structure of
NCEC. Optimization of the NCEC structure took place
taking into account the staff list and legal succession
(the NCEc is the legal successor of the NKRZI).
Currently, the structure is formed taking into account
the requirements of legislation in accordance with the
priority areas of activity and powers of NCEC.

5. Activities of UDCR. In accordance with the
Law of Ukraine "On Electronic Communications”, the
UDCR is endowed with the relevant regulatory powers
in the field of telecommunications, which apply to
users of the radio frequency resource of Ukraine who
operate in the public radio frequency bands, regarding
the assignment of radio frequencies, technical control
and conducting radio frequency monitoring of the use
of the radio frequency resource [9] .

In addition, UDCR carries out technical
administration of personal numbers and transferred
subscriber numbers on the territory of Ukraine, which
is especially important when implementing the latest
generation of radio technology.

The noted tendencies towards liberalization in
the field of electronic communications are related to
global processes and opportunities that regulatory
bodies face as services expand, platforms and
network operators converge. The International
Telecommunication Union (ITU) is responsible for
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these processes with the aim of leveling dissonance
from the development of new goods and services and
the resulting growing social and economic gap. In this
regard, new types of policy and regulatory framework
are needed for a clear understanding of the complex
relationship between regulatory policy and the growth
of the field of electronic communications, especially
in the context of convergence, as well as taking into
account the features of the military state.

Responding to market behavior and the growing
need to protect consumer rights requires the use of
appropriate regulatory tools, the choice and adoption
of which is complicated for the industry regulator
in today's convergent environment due to military
actions. Regulation in the conditions of convergence
of the field of electronic communications determines
the importance of reviewing the regulatory
environment in accordance with the degree of change
in the level of competition, as well as the need to
change regulation with the transition from preventive
regulation to operational regulation (due to damage
to critical infrastructure, cyber attacks, etc.).

In turn, due to convergence in the market of
electronic communication services, it is becoming
increasingly difficult to identify individual operators
and even services that fall into one category for
regulation aimed at improving market efficiency.
Approaches to the organizational and legal regulation
of the functioning and development of the field of
electronic communications may differ depending
on the directions of convergence. Considering the
technological complexity of functioning let's recall
the institutional environment of the field of electronic
communications.

The institutional structure in the field of electronic
communications is complex, it includes sectoral
regulatoryrelations betweenthe state andinternational
institutions, relations between the sectoral regulator
and the antimonopoly authority. During the years
of independence, the regulatory system in the field
of electronic communications of Ukraine has gone
through many stages (electrical communications,
telecommunications, electronic communications).
The change in the market conditions of the functioning
of subjects in the field of electronic communications
determines the need to adapt state regulation to their
specifics, which includes measures to regulate market
openness and legislation aimed at regulating market
relations within the limits of institutional theories, as
well as strengthening the security direction.

In general, modern institutional concepts connect
the state's ability to really influence the market
environment with the promotion of the creation of
effective market institutions and the institutional
structure of the market of electronic communication
services, which is aimed at supporting the competitive
process by overcoming market power and anti-
competitive behavior of both operators and providers,
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as well as state authorities, leading to an increase
in transaction costs. A certain duality of the need for
state regulation can be observed due to the inefficient
functioning of market mechanisms, which, in turn, is
due to the lack of the necessary institutional structure
that would fully satisfy the needs of the national
economy in wartime.

The transformation of the economic functions
of the state during the war is possible on the basis
of changing the content of regulated processes
and expanding the participation of operators and
providers of electronic communications in state policy.
State policy regarding the development of the market
of electronic communication services should be
aimed at [2; 3; 10; 14; 17]:

— promoting the expansion of broadband access
services based on the encouragement of private
investment and competition with the deployment of
broadband networks and the provision of competitive
services (provided it is possible to ensure the security
of these networks);

— lowering barriers to entering the broadband
access market based on promoting stability and
predictability of regulation and minimizing the
regulatory impact on market participants, while
encouraging competition between them, using, if
possible, only "ex-post" regulatory measures;

— state support of electronic communications
markets with provision of interaction between state
and private initiatives (including public-private
partnership);

— ensuring the independence of regulatory
bodies with the possibility of cooperation between the
public and private sectors.

Usually, the state regulation of electronic
communications is aimed at ensuring a competitive
market structure in order to achieve advantages
from such a structure, from the point of view of
the consumer, lower tariffs, better quality and an
expanded range of services, and from the point of
view of the state and business entities — to achieve
maximum market growth with an increase in volume,
lower costs, development of new services. However,
in wartime, aspects of security, preservation of
infrastructure, and protection against cyberattacks
come to the fore.

Therefore, one of the most important tasks for
the further development of the market of electronic
communication services is the creation of appropriate
regulatory systems and institutional systems that
correspond to national conditions and priorities
during the war. The main problems of an institutional
nature are: the low level of development of financing
mechanisms and the insufficient level of development
of defense systems in wartime.

At the current stage, integrated and joint regulation
is considered appropriate, the basis of which is the
regulator as a partner for the development of the
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market of electronic communication services, as well
as the development of mechanisms for working with
regulators of other sectors to achieve sustainable
and safe development of the national economy,
because communication is strategically important
in wartime.

The field of electronic communications is the most
dynamic industry, which is characterized by a high rate
of growth of innovations, namely innovations of new
services and innovations of network infrastructures,
which can become a guarantee of providing additional
protection of the industry during war.

Achieving the goal of state regulation of electronic
communications during the war takes into account
technological changes in the organization of the
industry and the speed of innovation (especially in the
mobile communication and Internet markets), which
should be reflected in the regulatory policy, which, in
turn, affects the speed of technological changes due
to the endogenous relationship between technological
progress and industry structure. However, it is worth
considering that regulation can slow down the
introduction of technological innovations by taking
preventive measures against an operator with a
significant market advantage, reducing its incentives
to innovate due to a decrease in the opportunity
to benefit from them, for example, due to a delay
in the time of permission to use the corresponding
technology, which is in the military the timing can be
fatal.

Conclusions and prospects for further
research. So, we can say that in the field of
electronic communications, in the presence of
significant network effects, important directions of
state regulation appear in wartime, which are related
to standardization and compatibility, which shape
the nature of innovation and price competition, as
well as ensuring the stable functioning of networks
after shelling of critical infrastructure. In the absence
of compatibility of security and market aspects,
the benefits for consumers and the provision of
competition in the relevant market are reduced, as
well as the fulfilment of social functions historically
inherentin the communications industry is impossible.

State regulation acts as a substitute for
competition in the market of electronic communication
services due to the existence of external effects or
other market failures, which forces NKEK to make
regulatory decisions that must balance between the
short-term task of tariff regulation or maintaining long-
term efficiency in the form of improving the security
and investment climate.

Since regulation can impose costs on the part
of both government authorities and business
entities, which, in turn, restrains investment activity
and the introduction of innovations, it is therefore
important during wartime that preventive government

regulation is minimal and necessary to achieve its
goal , especially in the dynamic markets of electronic
communication services, and operational regulation
was sufficient to ensure the safety and uninterrupted
functioning of the industry.
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