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The concept of interior management of online
business development in the context of digital
transformation, globalization and turbulence of
the marketing environment has been developed.
It provides the right timely response to the prior-
ity actions of competitors and contributes to an
increase in sales by quickly meeting the hetero-
geneous requests, needs, preferences of the
target audience, and is the basis for successful
scaling and expansion of new markets. It is also
the basis for the successful scaling and expan-
sion of new markets. The concept of interior
management of online business development
presents a continuum of goals (strategic, tactical,
operational goals) that involve optimizing busi-
ness processes, developing and transforming
market value propositions and achieving planned
metrics. A cascade of relevant references on
information security of online business provision
is formulated as a backdrop for managing the
interior of online business development.
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PaspabomaHo  KOHUENuuK  UHMEPUOPHO20
ynpagneHusi pasgumuem oHnaliH-6usHeca 8
KoHMekcme yugbposoli mpaHcghopmayuu, 2/10-

basuzayuu u mypoynieHmHoCMuU MapKemuHeo-
B0l cpedbl, YmMo obecrieyusaem KOPPEeKmHoe
cBOeBpeMeHHoe peaz2uposaHue Ha delicmsusi
MPUOPUMEMHbIX ~ KOHKYPEHMOoB8 U Criocob-
cmByem yBe/IUYEHUID 06bLeMOB MpPooaX 3a
cdem 6bICMPOo20 YO0B/IEMBOPEHUS 2eMepo2eH-
HbIX 3arpocos, rnompebHocmed, npedrnoyme-
Hul yenesol ayoumopuu, a makxe sigfsemcsi
6a3ucom  yCriewHo20 MacwmabuposaHusi U
3KCaHCUU HOBbIX PbIHKOB. B pamkax KoHyer-
yuu yripasenieHusi pasgumuem OH/1aliH-6usHeca
perpe3eHmoBaHo KOHMUHyyM yesnell uHmepu-
0pHO20 (CMpameauyeckue, makmuyeckue, ore-
PpayuoHHble yesu), Komopble fpeornosnazaom
onmumu3ayuo  busHec-poyeccos, cosdaHue
U mpaHCchopmMayuro YeHHOCMHBIX PbIHOYHbIX
rpeosioxeHull U docmuXeHUe 3ar/iaHupoBaH-
HbIX MemMpUK. Pa3pabomaHo Kackao pesiesaHm-
HbIX pechepeHyuli obecriedeHusi UHghopmayu-
OHHOU  6esonacHocmu  OH/allH-bu3Heca  Kak
6ek2payHO UHMePUOPHO20 Yrpas/ieHusl pas3su-
muem OH/1aliH-6u3Heca.

KnioueBble cnoBa: OH/aliH-6U3HeC, yugpo-
Basi mpaHcghopmayusi, UHMEPUOPHoe yrpas-
JleHue  passumueM, — KOHMuHyym  yesned,
WT-6e3onacHocmb, pechepeHyuu obecneyeHust
UHhopmayuoHHoU 6e3onacHocmu oHialiH-6u3-
Heca.

P03po6/1eHO KOHUENUit IHMEPIOpHO20 Yrpags/iHHSI PO3BUMKOM OH/1aliH-6i3HeCy y KoHmeKcmi yughposol mpaHcghopmayii, e106asisauyil ma mypoyneHm-
HOCMI MapKemuH208020 cepedosuLya, WO 3abesredye KOpekmHe CBoeqacHe peazysaHHs Ha Oii MpiopuMemHUX KOHKYPEHMIB ma Cripusie 36i/1bWeHHIO
obcsieig npooaxis 3a paxyHOK WBLUOKO20 3a00B0/IEHHS 2emepo2eHHUX 3arumis, nompeb ma yrnodobaHb Yi/iboBoi ayoumopil, & makox € 6a3ucom ycri-
HO20 MacwmabyBaHHsI ma eKCraHCii HOBUX PUHKIB. l0eosioeiuHa ocHOBa KOHUenuyji IHmepiopHO20 yrpas/liHHSI PO3BUMKOM OHAAalH-6i3Hecy nosisizac y
30amHocmi OH/1aliH-6I3HeCy CUMY/IbMmaHHO PEKOHAbi2ypysamu GI3HEC-MOOE/Ib Y mpaH3UMUBHY, (hopMysamu adanmusHy cucmemy Ynpas/iiHHs Mapke-
MUH208010 MOBAPHOI0 MO/IIMUKOI0, 30iliCHIOBaMU payjioHa/IbHy opaaHizayjito | peasizayito HR- ma pusuk-MeHedmeHmy U OUHaMIYHO po3BUBamU iHHOBa-
yiliHy cknadosy. Y pamkax KoHUenuil iHmepiopHO20 yrpas/iHHs PO3BUMKOM OH/1alH-bI3HECY perpe3eHMoBaHo MiCito ma KOHMUHyyM yinell (cmpamezidHi,
makmuyHi, onepayitini yini), ujo, 30kpema, nepedbayaroms onmumisayito 6i3HeC-NMPoYecis, CMBOPEHHSI ma mpaHcghopMayito YiHHICHUX PUHKOBUX MPOrio-
3uyiti ma docsizHeHHs1 3arnnaHosaHuUx Mempuk. CghoKyCOBaHO yBazy Ha KOHKameHauyii B0CbMU emartis iHmepiopHO20 ynpag/liHHsI PO3BUMKOM OH/alH-6i3-
Hecy, Wo nompebyroms asmomamusayji onepayitiHux 6isHec-npoyecis, sipmyasisayii iHouBidyasbHOI pO60MU NpayiBHUKIB ma po36y008U mpaH3aKyil-
Hol cucmemu rpodykmusHoCMi. Po3po6/1eHO Kackad pesiesaHMHUX pechepeHyili 3abe3neyeHHst iHghopmayiliHoi 6esrexu oHaliH-6i3Hecy sik bexkepayHo
IHMEPIOPHO20 Yrpas/IiHHSI PO3BUMKOM OH/1alH-GI3HECY, iMrIeMeHmayisi SIKuX 00380/1UMb Mokpawyumu 00csio oHAalH-MOKYMyis, BUSIBUMU ma yCyHymu
PUHKOBI 6ap’epu 3 0271510y Ha aspecusHy MoBeoiHKY KOHKYPEHMIB, a MakoX Kamaslisysamume rpoapecusHuUll po3BUMOK OH/1aliH-6i3HeCy 3a paxyHoK
adekBamHo20 cmpameayBsaHHsl. [100asibli OOC/IIKEHHST 6yOymb CrPSIMOBaHI Ha MPOEKMYBaHHS YUGhpOBOi eHO02EHHOI ekocucmeMu OH/1aliH-6i3Hecy,
KosiocasibHUM dpalisepoM OUHaMIYHO20 PO3BUMKY SIKOI € IHMEPIOPHe YrpagsliHHSI.

KntouoBi cnoBa: oH/1aliH-6i3HeC, yughposa mpaHcghopmayis, iIHmepiopHe yrpas/iiHHS PO3BUMKOM, KOHMUHYyM yined, IT-6e3neka, peghepeHyii 3a6es-
re4eHHs1 IHghopmayitiHoT 6e3eKu OH/1alH-6I3HECY.

Problem statement. In the context of digital
transformation and globalization, the beginning

& Bavyko, O. (2019); Joshi, M., Kathuria, R.,
& Das, S. (2018); Yermak, S., Bavyko, O., Boiko, O.,

and progressive development of online business,
it is necessary not only to optimize business
processes based on information and communication
technologies, but also to focus on the importance
of timely response to competitors and the ability to
quickly meet the diverse needs of the target audience.
This, in general, will have positive synergies for the
development of online business, in particular, will help
increase online sales, as well as allow the business to
scale in the shortest possible time.

Analysis of recent research and publications.
Theoretical and practical aspects of online business
management are covered in the works of scientists
and economists, among whom: Alos-Simo, L., Verdu-
Jover, A., & Gomez-Gras, J. (2019); Bondarchuk, M.,

& Vasiutkina, N. (2019). Specifics of online business
development in a dynamic market environment,
as well as the emphasis of strategic business
management in various spheres are reflected in the
publications by Ivanova, N. (2018); Jung, J. (2019);
Kassabov, K. (2017); Nieborg, D., & Poell, T. (2018);
Veiga, A., Astakhova, L., Botha, A., & Herselman,
M. (2020). The fragmentary study of management
of online business development determines the
relevance of further research in this area.

The objectives of the article are to develop a
concept of internal management of online business
development in the context of digital transformation
and turbulence of the marketing environment, and
to propose a continuum of goals and a cascade of
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relevant references to information security of online
business as a background of internal management of
online business development.

Presentation of the main material. The
processing of scientific papers [1-6; 9-11] and
the author's results of empirical researchers [7-8]
has established that the effective management of
online business development in the context of digital
transformation and constant changes in the external
environment requires the implementation of a flexible
and adequate management concept.

With this in mind, a conceptual framework for the
interior management of online business develop-
ment in the context of digital transformation, the

ideological basis of which is the ability of businesses
to simultaneously reconfigure the design of the
business model in the transition, adapt the marketing
commodity policy management system (MCPMS),
rationing, risk management and actively develop
the innovative component of the business within
a coherent development trajectory based on the
implementation of appropriate tools. Figure 1 shows
the theoretical and methodological foundations of
interior management of online business development
in the context of digital transformation.

According to Fig. 1, the internal management of
online business development in the context of digital
transformation is based on the following eleven

long-term sustainable development of the online business in the face of uncertainty and
intense aggressive competition to focus on maximum satisfaction of the complex
heterogeneous demands, needs and preferences of customers on the Internet

Goal

participative management of online business development against the backdrop of digital
transformation, which catalyzes the successful co-adaptation of the business to the turbulent
marketing environment and is the driver of progressive permanent changes in accordance

Object
with the agreed trajectory of development

purposefulness, synergy, convergence,

Criteriaj flexibility, adaptability, speed,
complementarity, congruence, adequacy,

efficiency

cognition, determinism, holism,
equifinality, economy, emergency

Principles

LUELETZ strategic importance, variability,
LB integration, dynamism

complex, structural, systemic, process,
logical

Conceptual
approache

Constituents

dialectical method of scientific knowledge; analytical and prognostic methods; methods
of cause-and-effect analysis; methods of logical and comparative analysis; method of
expert evaluations; multivariate statistical methods (method of canonical correlation);
methods of economic and mathematical and simulation modeling

« canonical models for assessing the impact of partial immanent components on MCPMS;
« econometric model of AMCPMS; e two-factor morphological matrix of identification of
the type of marketing product strategy; « matrix of gradation-conversion shifts of discrete
and continuous stages of functioning of the online store; e algorithm for identifying the
status of risks; « dynamic model of critical mass of Facebook / Instagram business
account; « simulation model of response to negative feedback / comments from online
buyers with desensitization of the target audience in accordance with the context of the
current situation

Tools

Notes. — reconfiguration of the business model construct into transitive; [l — formation
of an adaptive of marketing commodity policy management system (AMCPMS); -
implementation of HR-management; — rational organization and realization of risk
management; — active development of the innovation component; — optimization of the
online store, effective administration of Facebook / Instagram business account.

Figure 1. The concept of interior management of online business development
in the context of digital transformation

Source: developed by the author
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principles: purposefulness, synergy, convergence,
complementarity, congruence, adequacy, cognition,
determinism, equifinality, cost-effectiveness, urgency.

The principle of purposefulness regulates the
mandatory vector of online business development,
directing all managerial measures to achieve and
implement certain goals and objectives. Principle
of purposefulness is implemented through the
application in the management of online business
development program-targeted approach, manage-
ment by objectives; through the coordination of goals
in the field of online business with the overall goals,
the comparison with the available resources required
to achieve them.

The principle of synergy involves strengthening
the competitiveness of online business through the
effective combination and combination of offline
and online commerce, achieving economies of
scale.

The principle of convergence in the management
of online business development is manifested, first, in
the similarity of the development of online business

The principle of complementarity in the manage-
ment of Internet business development is revealed
through: first, mutually beneficial contacts between
market intermediaries; second, in the implementation
of marketing commaodity policy by complementarity
between products, when a decrease in prices for one
product leads to an increase in demand for another;
between substitute products, when higher prices for
one product inevitably leads to an increase in demand
for another.

The principle of congruence in the management of
online business development is the self-consistency
of the organization in this process, the absolute
consistency of goals and objectives in this area, the
consistency of the overall online business strategy,
mission and vision, reference corporate, business
and functional strategies for the development of
online business.

The principle of adequacy is manifested in
the need to take into account macro- and micro-
economic conditions and determines that the
management strategy for the development of Internet
business should be flexible, and organizational and
economic mechanism of its definition — aimed at
adapting to entropic circumstances. Underestimating
or overestimating the influence of factors leads to the
choice of the wrong strategy and requires the proce-
ssing of a considerable amount of information data.

The implementation of the principle of cognition in
the management of online business development is
carried out through the constant formation of a quality
pool of competencies.

The principle of determinism is that the
management strategy for the development of online
business is determined depending on its purpose in
achieving the goals, provides for the conditionality

of strategic and tactical measures to develop online
business by such factors as consumer demand on the
Internet, the structure of the potential and real needs
of online buyers, customer satisfaction with goods or
services, the purchasing power of consumers, the
density of competitors in the market, stability and
financial performance, including the profitability of the
online business.

The equifinality principle provides a stable and
balanced mechanism for managing the development
of online business, regardless of its initial state and
changes in the institutional environment. According
to this principle, an online business in different
operating conditions is able to achieve the desired
end results by choosing the appropriate online
business development management strategy. The
principle of equifinality allows you to form the most
relevant organizational and economic mechanism
for determining the strategy, and in practice its
manifestations can be traced to the competence
of various categories of employees. This principle
captures the stability of online business in relation to
the initial and marginal market conditions due to the
chosen strategy, takes into account certain patterns
of construction and operation of a comprehensive
system of management of the development of online
business on the Internet and is important for business.
The mechanism for determining the strategy of online
business development management is due to the
principle of equifinality, ensures that the business
achieved the planned metrics for a certain period
of time: increasing the number of online orders,
improving the quality and expanding the range of
products, increasing customer loyalty, creating a
positive online image, achieving a positive economic
effect, where the implementation of different options
to achieve each objective differs only in the value of
the online business.

The principle of economy regulates the need
to minimize funds for the organization of online
business development processes in the management
component, as well as in marketing and logistics.
The costs of managing the development of online
business should not exceed the income it brings.

The principle of emergency presupposes the
presence in the whole of such characteristics that
are not traceable in its elements. The principle of
emergence in the management of the development
of online business is manifested, first, in the fact that
its main components (digital marketing, innovation
and logistics) in the management process acquire
uncharacteristic features, becoming a continuous
process of cartel exchange and communication
between counterparties in the process of buying
and selling; second, it manifests itself through the
integration of online business in the overall system
of internal management of the development of
online business, achieving the goal of not a separate
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activity, but the business as a whole; third, a positive
or negative image of the online business as a whole
may not match the reputation of individual non-
additive areas of its activities.

The above principles must comply with each other,
not contradict the target guidelines of the internal
management of the development of online business
to ensure the desired result of administration in the
context of digital transformation. In accordance with
this, the business should use a set of appropriate
tools and methods for online commerce.

Based on the implementation of integrated,
structural, systemic, process and logical approaches,
the internal management of online business
development in the context of digital transformation
involves:

1) determination of the continuum of goals (Fig. 2);

2) formulation of techniques, forms and methods
of achieving the goal set;

3) the organization of the result achievement —
acceptance of rational administrative decisions.

Interior management of online business
development in the context of digital transformation
is a set of eight stages, which increase the efficiency
of the enterprise in the context of bifurcations,
variability of heterogeneous demands, needs
and preferences of online buyers and aggressive
competitive background, and also contribute to the
rapid expansion of new market segments based on
the implementation of appropriate methodological
tools. Successful formation of the concept of interior
management of the development of online business
in the context of digital transformation and the
implementation of each of the stages requires:

1. Automation of operational business processes.

To develop more efficient, scalable operational
business processes, enterprises must automate
data to make informed decisions. Thus, ERP will
significantly improve the efficiency and quality of
key transactional, financial business processes and
supply chains, creating a central platform for core
business processes. Automation will also allow the

meeting the demands, needs and preferences of online consumers by
providing products and services of such high quality that customers
receive a quality product, and employees and business partners are
confident in the success of the online business

Mission

ensuring effective management of business development on the
Internet; ensuring a high level of customer service on the Internet,
expanding new markets, increasing market share

Strategic
goals

— marketing (conquest of markets, attracting new customers,
extending the life cycle of goods, achieving leadership in prices,
achieving the appropriate level of trade service and meeting the
demands, needs and preferences of online buyers in high quality
goods and / or services);

— logistics (reduction of logistics costs, implementation of a quality
system);

— technical and technological (digital transformation, realization
of innovative technologies; improvement of technical infrastructure);
— administrative (achieving high manageability in the process of
interior development of online business, reliable interaction between
employees, achieving a favorable psychological climate)

Tactical
goals

— marketing (creation of CRM service, provision of a wide range of
high quality goods and / or services, improvement of service culture);
— logistics (development of a system of accounting and analysis of
logistics costs, reduction of delivery time, selection of suppliers);

— technological (technical support of e-commerce);

— administrative (creation of comfortable working conditions,
increase of educational and qualification level of employees,
strengthening of financial stability, growth of profitability, increase of
market value of online business)

Operation
goals

Figure 2. The continuum of goals of interior management
of online business development

Source: developed by the author
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business to focus employees on the operational
execution of strategic tasks. The business will be
able to centralize staff functions, which will save
some money and, at the same time, allow employees
to focus on improving their management skills and
competencies. Automating business processes
that include research and IT development will allow
businesses to focus on innovation, as well as create
data streams that can be used in further attempts to
collect and synthesize marketing information.

2. Virtualization of individual employee work.

Develop applications for devices and gadgets for
employee collaboration, expert surveys, consultations
and real-time video conferencing with online shoppers,
and access to a single global registry of enterprise
online shoppers. Connect staff with online shoppers
regardless of location, creating a foundation for
further business transformation. Changing the limited
one-way vertical communication with online shoppers
through the use of various marketing communication
channels, both vertical and horizontal, that allow
businesses to maintain two-way communication on a
large scale.

3. The performance of transactional systems.

Transactional productivity visibility is key to
ensuring that managers are better informed about
current operating conditions and the economic state
of the company, and will make informed manage-
ment decisions to manage the online business.
Transactional productivity systems will provide a
deep understanding of online customers' requests,
needs and preferences when selecting products/
services based on real data. Increased granularity
of business process efficiency will also increase
as a result of analyzing the dynamics of relevant
metrics. Transactional performance systems
will have a positive impact on strategic planning
and allow businesses to quickly identify existing
problems.

An active digital transformation brings new risks to
online businesses, and thus increases the importance
of information security. Employees, suppliers and
stakeholders work with sensitive information, the
loss of which can lead to negative consequences
for business, including significant financial costs.
In turn, the high level of risk due to risks requires
online businesses to focus on developing a program
of information security measures, providing for the
simultaneous implementation of traditional and
innovative business processes, as well as additional
back-testing in the implementation of analytical
approaches.

Therefore, an important component of interior
management of online business development is the
implementation of the cascade of relevant references
for information security proposed by the author.

1. Maintaining business processes and systematic
implementation of IT. Online business transforms

standard business processes, changes typical
business functions. This proves the fundamental
importance of persistent improvement of business
processes, the feasibility of implementing IT and
emphasizes the need for managers to pay constant
attention not only to strategic, but also to operational
risks. That is why it is advisable to follow the principles
of agile during the implementation phase of business
functions. Preserving business processes and
technology requires significant investment.

2. Raising stakeholder awareness to build trust
online. Conducting awareness campaigns is the key
to a productive online business.

3. An unprecedented business plan with an
emphasis on IT and a unique market vector. The
volatile environment of digital transformation makes
it impossible to clearly predict online business risks,
so it's important for online business executives to
consider the most likely IT risks and develop out-
of-the-box effective solutions for them to achieve
their strategic goals. Adequate rapid response in the
unprecedented current market situation catalyzes the
progressive development of online businesses.

4. Protection of depersonalized IT assets that
are not owned and controlled by the online business
(cloud services, mobile apps, etc.) Procurement and
operation of IT technologies outside the visibility or
control of IT departments. Decentralized IT costs
indirectly determine online business risks, which help
minimize negative business impacts and also result in
the lowest costs associated with eliminating negative
impacts.

5. Implementation of a bimodal IT model. One of
the tasks of online business and information security
risk leveling specialists, in active cooperation with
stakeholders, should be to develop a set of alternative
promising innovative IT projects and applications
with a direct focus on bimodality. Implementing a
bimodal IT model as part of interior management
of online business development involves involving
specialists from various departments as well as
business partners in generating ideas. This will help
the business develop and transform valuable market
offers, improve the online shopper experience,
and identify and remove market barriers given the
aggressive behavior of priority competitors. At the
same time, the synchronous operation of traditional
and research modes will create an environment
in which online business can optimize managerial
decision-making processes, obtain quality
results and achieve planned indicators in a timely
manner.

Conclusions. Theoretical and methodological
foundations of interior management of online business
development in the context of digital transformation,
the ideological basis of which is the ability of the
retailer to simultaneously reconfigure the business
model in transition, to form AMCPM, rationally
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organize and implement HR and risk management,
as well as actively develop the component for
proper strategizing within the chosen development
trajectory were developed. The continuum of
goals of interior management of online business
development is presented, and a cascade of relevant
links of information security of online business as a
background of interior management of online business
developmentis formulated. Further research will focus
on the design of a digital endogenous ecosystem of
online business, the colossal driver of the dynamic
development of which is interior management.
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